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Technology One [Mobile Computing]
[bookmark: _1ci93xb]Currently, the world is going mobile and both large and small businesses are gaining many benefits from the use of mobile computing technology. This technology will revolutionize how businesses are done as it will allow focus on customer, inventory and internal forecasting. Mobile computing has enabled businesses to streamline their processes, improve operations, increase transaction speed, improving customer experiences hence leading to customer satisfaction and an increase in both revenue and profits (Jaworski, 2017). Mobile technology is also applied in other office related activities including e-mailing, calendars and meeting scheduling, reporting voice calls and instant messaging. As a result of the streamlining of the business processes, informative services, meetings, and seminars have been enabled and are conducted easily using the voice and video conferencing. Therefore, time and expenses associated with travel and transport are reduced considerably.
Mobile technology provides numerous benefits to a business including improvements in employee productivity because data can be recorded onto mobile devices accurately and faster and transferred to a remote server very easily. Mobile computing devices provide a quicker access to information that is more accurate to employees anywhere they may be. As long as employees have a network access to the database of the company they can access the information they require to accomplish their tasks. By allowing this access, individuals can increase their productivity (Jaworski, 2017). 
 Monitoring of employees and job progress will be improved since the managers can easily do real-time monitoring to ensure that projects are performed and finished on time.  Informed and accurate business decisions will be made because mobile computing provides access to real-time data and critical information. This information will be useful in making better decisions in a shorter period regarding inventory management, customer service, procurement, and distribution. Mobile computing enables reduced overhead costs since it ensures that individual productivity is increased therefore businesses can effectively maintain headcount without necessarily requiring additional employees. Through mobile computing, the tasks that can be automated can be left to be run by mobile devices while the staff focuses on other tasks that generate revenue. 
Mobile computing not only provides increased accuracy whereby interpretation and transcription errors are limited but also provides decreased paperwork because manual data entry is not required hence data loss and human errors are eliminated. 
In spite of these numerous advantages, small business is reluctant of adopting this technology because of security reasons, cost of implementing the mobile security devices and problems associated with merging new applications into the already existing enterprise systems. Also, there may be gaps created between what businesses provide and how mobile technology can be harnessed to serve their businesses and customers. The security concerns have necessitated the businesses to improve their secured connections. There have been sufficient measures that have been taken to ensure that there are proper authorization and authentication of accessing the services by the user. 


Considering the benefits and disadvantages of mobile computing technology, the needs of the business can be met as follows:
Quick and fast online shopping- customers can easily find what they require by navigating through the website faster. Also through mobile devices, customers can get emails and texts in real time. 
Inventory, asset and shipping management- opening and closing stocks will be updated automatically. Shipping information will be updated accurately and reporting on stock count will be done in real time so this information will be available at any given time. 
Facilitate online payment and order status checking- customers can log into their mobile devices and check the status of their orders. Customers can also pay for their orders online without the fear of any security threats to their credit card information. 
Collaboration between the employees and customers- once a customer has made an order, they can be notified about the shipping process and guided through it until the product reaches them. 
Real-time reporting is enabled. The reporting is done in real time on the sales, inventory, payments, and employees.
Technology Two [Cloud Computing]
In recent years, Cloud computing has become an interesting thing that large and small business are employing in order to save on the costs as well as support the increasing customer needs. The IT infrastructure has been revolutionized by the use of the cloud. This is so because unlike the historical IT models, Cloud Computing focus is mainly on services rather than technology. Utilizing this innovative technology enables collaboration among companies and provides the potential for creating financial and operational benefits. By utilizing cloud computing, businesses are sure of cutting hardware costs (Gupta, Seetharaman, & Raj, 2013). Additionally, this innovative technology will enable businesses to streamline their operational efficiency and speed up development. Business owners especially small business owners need not worry about keeping up with the software advancements and upgrades or replacing the hardware all the time in order to benefit the business. With Cloud computing, the need for in-house server and application requirements is eliminated hence saving the costs associated with hardware that requires regular updating. Additionally, the operational costs related to power, administration, and air conditioning will also be eliminated.  Cloud computing technology will enable availability and unlimited access to data anytime, anywhere and everywhere. 
Cloud computing technology offers the advantage of allowing people in different locations to meet virtually and also share information. The Cloud is a single point of access for all computing needs of customers and also offers an opportunity for business continuity through the protection of data and the systems. Cloud computing technology helps businesses realize both business and technology efficiencies such as acceleration of time to market and increasing business agility. Another advantage of cloud computing technology is that it lowers the capital investment required in hardware and software infrastructure. 
Even though cloud computing technology offers numerous advantages, there are disadvantages of this technology created through security gaps and human errors. These include the business discontinuity, vulnerability of network, inconsistencies with the platform and data unreliability (Daryapurkar & Bagde, 2014). The major concerns have been on security including data security, network security, and compliance. The primary security issues that businesses and enterprises face while adapting to the cloud are compliance issues, legal issues and loss of control over data.  When all the secure data is stored in the cloud, it means that the company has surrendered all the sensitive information to the service provider hence there needs to be serious scrutiny when choosing a cloud provider to make sure the data is safe and secure and not prone to attacks (Puthal et al, 2015). 
Cloud computing will meet the needs of the business in the following ways.
Inventory and shipping management- all the inventories will be kept up to date and will be saved for all employees to see and access whenever required. Shipping records including the location will also be provided in the cloud.  
Managing brick-and-mortar processes (sales, inventory, and payments) – these are crucial processes that will improve the efficiency of the business. Through cloud computing, these processes can be kept, saved and maintained to ensure that they are not lost in case of system failures. 
Business reporting- all reports necessary for the business can be shared via the cloud hence enable the management to access and view for making their next decisions.
Provide employees with easy access to documents and records that are required to help meet the customer needs fast. 
Recommendations
Technology Solution    
I would recommend both technology solutions in order to take the business to the next level in terms of growing the sales. The mobile computing will enable the extension of mobile communication between the systems hence capturing data from all the systems and connect with the point-of-sale devices hence ensuring that not only is ordering of products is enabled but also that customer preferences are linked. This will enable the salespeople to provide better customer service and in the process increase the business revenue. 
Cloud computing will be a big cost saver to the business. The business will no longer require investing in software and hardware hence with the removal of the costs associated with these, the business can increase the focus on growing the business more (Marston et al, 2011). The Cloud storage will all the business expand its growth easily because relevant and crucial information can be shared and accessed anywhere as long as the internet is available. Employees located in a different location can easily collaborate on documents without necessarily needing to share calendars and tasks through emails. New employees can also access the programs required for use over the internet without having to download and install program software. The cloud will be of significant importance in providing updated backup of all files and customer records especially as the business continues to grow and expand. 

Overall Benefit
Employing both mobile and cloud computing into the business will promote growth to the business. Brick-and-mortar business and products will also be known to the larger community. Provided the data and information are stored in a central database, employees can access the programs from anywhere at any time. This will facilitate improved performance and employee productivity within a shorter time. Since data and information are available provided one can access the internet, management can access this information’s through their mobile devices and hence make better decisions in shorter periods. Also, when employees are traveling for business, they can stay productive because they can access the relevant information at any time anywhere. These technologies will also enable provide opportunities for employees who do not require to come to the office but can work from home. Overall, these technologies will ease the way businesses operate and hence improve business efficiency. 




Basic Security Considerations
Security Features
Security is an issue of concern for many businesses. Before investing in a technology it is important to make all the necessary security considerations. Storing all the business data and information in the cloud is prone to security threats such as hacking. This is made easy because data in the cloud can be accessed easily through mobile devices, PCs, and laptops.  As a result of these security concerns, the business should put security needs such as training at the topmost priority needs when it comes to putting these solutions into implementation. 
There have been reported cases where large corporations have been hacked and critical information stolen. Therefore, all employees need to be kept at par with all security issues; they should know what is acceptable and what is not within the business. Employees should be taken through training regarding security so as to ensure they understand what is required concerning data and network security.  
Businesses need to apply three types of security control in order to eliminate or rather minimize the opportunities for security threats by hackers. Firstly, is exercising physical control which requires locking of all devices in a store or station of work to prevent them from being stolen. To prevent stealing of laptops, PCs, hard drives and other crucial devices containing critical information by unauthorized personnel, it will be important for the business to allow the use of badge system that scan individuals who access the premises in and out.  Secondly, is exercising access control whereby there is a control regarding who can view or use the resources within the business (Viswanathan, 2015). Access control can perform various tasks such as authentication, access approvals, personal identification through passwords, biometric scan, personal identification number, and electronic keys. 
Thirdly is the security around the credit cards used during online purchases and payments. Transport layer security is crucial at this point and should ensure that all the communication is encrypted hence restricting others from accessing the unauthorized files. Also, to protect credit card information, the business can employ the data loss prevention software which will organize and protect all the critical and confidential information. This way, information, and data are secured from access by individuals who can maliciously share the data hence putting the customer and the business at risk. 

Third-Party Vendors
When finding third-party vendors, it is important to do a thorough research on them. This can be done by verifying the number of years the vendor has been in the business, feedback from customers regarding the vendor, their service ratings and the type of support they have provided to other customers. As a result of the technology changing every day, it is important to make sure that the third-party-vendor staff is kept abreast with all the software programs that are to be installed in the business network. This is important because it will ensure that the vendor understands the implemented solution and therefore can resolve any situation that may come up with easy and in a timely manner (Silver, 2015). 
Internal Safeguards
Internal safeguards are essential to all businesses whether large or small businesses. The best way to safeguard the business is by recognizing and improving the weaknesses that can be found in the internal procedures. In order to guard the business against losses or misuse of data, several measures need to be put in place. Firstly, the business should identify the employees who need identification because they access critical data resources such as the employees in the accounting, human resources, legal, administration, and other company officers. After identifying these employees, the business should work with each of these departments to implement security controls that will provide a balance of security and productivity in everyday activities. Secondly, the business should ensure transparency because the more transparent the security and policies are the more effective the critical departments will be when communicating their needs, requirements, and differences. Thirdly, the employees should learn to lock and protect their valuables. For example, the employees in the accounting departments should not keep blank checks and signature stamps openly or unsecured. Instead, they should deposit the cash and checks daily as required. Also, these employees should insist on reviewing original documents before signing a check or authorizing transactions.  
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